
							
White	Collar	Crime	&	Corporate	Fraud	

in	Romania	
February	27,	Bucharest	

New	Technologies	and	Money	Laundering	Vulnerabilities		

Ionut	STOICA	
Senior	Project	Officer	

C-PROC,	Council	of	Europe



�2

www.coe.int/cybercrime

2

Money	Laundering	
ecosystem

Money	mules

JurisdictionNew	technologies



Money	Mules	Network

“Human Infrastructure” is key
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New technologies

➢ Darknet 

➢ E-money/Crypto Currencies 

➢ Fintechs 
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Cryptocurrency Exchanges
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Online Casinos, Gaming and Betting
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Cybercrime and electronic evidence:  
Challenges for criminal justice

➢ New technological developments (Encryption, TOR, Crypto-currency/Mixing, 
VoIP, etc) 

➢ Limited resources for LE authorities 

➢ Volatility of data 

➢ Increasingly need of e-evidence from abroad and the cloud 

➢ Jurisdiction (territoriality of investigative powers versus data and services in the 
cloud) 

➢ Instruments and channels for international cooperation (public authorities 
and private sector) 

➢ Digital evidence -  No data  ▶ no evidence  ▶ no justice 
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Cash vs Digital Currency
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Case	study

Suspects:	

Equatorial	Guinea	
Spania	
Nigeria	
Cameroon	
Morocco	

Companies:	
Estonia	
UK	
Finland

Victims:	

Spain	
Israel	
Denmark	
Germany	
France	
Greece
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